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DETAILED ACTION 

Response to Amendment 

1 . Claims 1-31 are pending in this application. Claim 23 and 27-28 have been 
amended. 

Response to Arguments 

2. Applicant's arguments, see Remarks, filed 04/17/2007, with respect to the 
rejection(s) of claim(s) 1 under 103(a) have been fully considered and are persuasive. 
Therefore, the rejection has been withdrawn. However, upon further consideration, a 
new ground(s) of rejection is made in view of Tuomi et al. (US 7,395,050 B2). 

Claim Rejections - 35 USC § 103 

3. The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1-31 are rejected under 35 U.S.C. 103(a) as being unpatentable over of 
Niemi et al. (RFC 331 0, HTTP Digest Authentication Using AKA), in view of Reiche 
(6,092,196), and further in view of Tuomi et al. (US 7,395,050 B2) 

With respect to claim 1, Niemi discloses at the authentication node or the 
remote server, generating a Hypertext Transfer Protocol (HTTP) Digest challenge 
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using an algorithm capable of generating end-user passwords (pg. 6, paragraph 2, "If 
the server...", and pg. 7, paragraph 1, "When a client...") and at the UE, generating a 
password based on the HTTP Digest challenge (pg. 7, paragraph 2, "The resulting...") 
the password being associated with the identity of the remote server and the identity of 
the UE (pg. 9, "3) Request containing credentials", where the identity of the server is 
encoded in the realm) 

Niemi does not disclose sending a request for access from the UE to the remote 
server; sending to an authentication node in the UE's home network details of the 
request for access; and storing the password and the UE ID at the UE. 

However, Reiche discloses sending a request for access from the UE to the 
remote server; (Col. 5, lines 15-17) and sending to an authentication node in the UE's 
home network details of the request for access; (Col. 6, lines 52-56) the challenge 
includes details of the UE ID; (Col. 5, lines 17-25) and storing the password and the UE 
ID at the UE (Col. 5, lines 25-28, where the user's browser retains authentication 
information such as password, user ID, and etc.) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi with the teachings of 
Reiche to generate an HTTP Digest challenge based on a request sent to a remote, 
because it will allow the user secure access to the server and recall the credentials for 
accessing the remote server at a later period. 

Niemi and Reiche also do not disclose creating a temporary identity for the UE at 
the remote server. 
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However, Tuomi discloses creating a temporary identity for the UE at the remote 
server (Col. 1 0, lines 59-61 , where the ID is created at the authentication server) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Tuomi with the teachings of 
Niemi and Reiche to create a temporary ID for the end user at the remote server, 
because it will allow the authentication server the ability to append the generated 
password along with an ID for the user to use when accessing the server. 

With respect to claim 2, Niemi discloses the method, wherein the algorithm 
capable of generating end-user passwords is HTTP Digest Authentication and Key 
Agreement (AKA) (pg. 6, paragraph 2, "If the server...", and pg. 7, paragraph 1, "When 
a client...") 

With respect to claim 3, Niemi does not disclose the method, further comprising 
sending the identity of the remote server to the authentication node, wherein the step 
of generating the HTTP Digest challenge includes using the identity of the remote 
server, and wherein the identity of the remote server is stored at the UE. 

However, Reiche discloses sending the identity of the remote server to the 
authentication node, wherein the step of generating the HTTP Digest challenge includes 
using the identity of the remote server and wherein the identity of the remote server is 
stored at the UE Col. 5, lines 25-28, where the user's browser retains authentication 
information such as password, user ID, and etc.) 

Therefore, it would have been obvious to one of ordinary skill in the art at 
the time the invention was made to combine the teachings of Niemi with the teachings 
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of Reiche to use the identity of the remote server stored on the end user to generate the 
HTTP Digest Challenge, because it will allow the user secure access to the server and 
recall the credentials for accessing the remote server at a later period. 

With respect to claim 4, Niemi and Reiche do not disclose the temporary 
identity of the UE is created at the remote server. 

However, Tuomi discloses creating a temporary identity for the UE at the remote 
server (Col. 1 0, lines 59-61 , where the ID is created at the authentication server) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi and Reiche with the 
teachings of Tuomi to create a temporary ID for the end user at the remote server, 
because it will allow the authentication server the ability to append the generated 
password along with an ID for the user to use when accessing the server. 

With respect to claim 5, Niemi does not disclose the method, wherein the step 
of sending details of the request for access to the authentication node includes 
redirecting the request for access to the authentication node. 

However, Reiche discloses sending details of the request for access to the 
authentication node includes redirecting the request for access to the authentication 
node (Col. 4, lines 50-67 and Col. 5, lines 1-17, where the user request for access is 
redirected to an authentication server) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi with the teachings of 
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Reiche to include redirecting the request for access to the authentication node if the 

client is being authenticated at the authentication node. 

With respect to claim 6, the claim is rejected for the same reason as Claim 5 
above. In addition, Reiche discloses the HTTP Digest challenge is generated at the 
authentication node and sent from the authentication node directly to the UE (Col. 5, 
lines 17-25) 

With respect to claim 7, Niemi discloses the method, wherein the password is 
stored at the authentication (pg. 6, paragraph 2, "If the server...", and pg. 7, paragraph 
1, "When a client...") 

With respect to claim 8, the claim is rejected for the same reason as Claim 5 
above. In addition, Reiche discloses authenticating the UE at the authentication node 
and redirecting the request for access from the authentication node to the remote server 
after the password has been generated (Col. 4, lines 50-67 and Col. 5, lines 1-17, 
where the user request for access is redirected to an authentication server) 

With respect to claim 9, Niemi does not disclose the method, wherein the step 
of sending details of the request for access to the authentication node includes the 
remote server contacting the authentication node directly. 

However, Reiche discloses sending details of the request for access to the 
authentication node includes the remote server contacting the authentication node 
directly (Col. 4, lines 50-67 and Col. 5, lines 1-17, where the user request for access is 
redirected to an authentication server) 
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Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi with the teachings of 
Reiche to have the remote server contact the authentication node directly since the 
password is stored at the authentication node. This allows a more appropriate way for 
the remote server to contact the authentication node directly and authenticate the 
client. 

With respect to claim 10, Niemi discloses the HTTP Digest challenge is 
generated at the authentication node and sent from the authentication node to the 
remote server (pg. 7, paragraph 4, "If the server..", lines 1-4) 

With respect to claim 11, Niemi discloses the method, wherein the HTTP Digest 
challenge is generated at the remote server (pg. 7, paragraph 4, "If the server..", lines 
1-4) 

With respect to claim 12, Niemi discloses the method, further comprising 
sending the HTTP digest challenge from the remote server to the UE (pg. 7, paragraph 
5, "When a client...", line 1) 

With respect to claim 13, Niemi discloses a HTTP Digest AKA challenge 
password in the information sent from the authentication node to the remote server and 
authenticating the UE at the remote server (pg. 7, paragraph 5, "When a client.."; pg. 8, 
paragraph 1, "The AUTN token..") 

With respect to claim 14, Niemi discloses authenticating the UE at the 
authentication node and returning an authentication result to the remote server (pg. 5, 
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paragraph 5, "Using the shared secret..", lines 2-5; paragraph 6, "The authentication 
response") 

With respect to claim 15, Niemi discloses generating a Hypertext Transfer 
Protocol (HTTP) Digest challenge including details of the identity of the remote server 
and sending the challenge to the UE; (pg. 6, paragraph 2, "If the server...", and pg. 7, 
paragraph 1, "When a client...") 

Niemi does not disclose storing a password; sending a request for access from 
the UE to the remote server; and sending an authentication response including the UE 
ID and a proof of possession of the password to the remote server at the remote server. 

However, Reiche discloses generating and storing a password (Col. 5, lines 25- 
28, where the user's browser retains authentication information such as password, user 
ID, and etc.); sending a request for access from the UE to the remote server; (Col. 5, 
lines 15-25) and sending an authentication response including the user ID and a proof 
of possession of the password to the remote server at the remote server (Col. 5, lines 
32-42). 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi with the teachings of 
Reiche to generate an HTTP Digest challenge based on a request sent to a remote 
server and creating a temporary identity for the user, because it will allow the user 
secure access to the server and remember the identity of the user for future remote 
server access. 
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With respect to claim 16, Niemi discloses sending an authentication request 
from the remote server to the authentication node, (pg. 5, paragraph 3, "The server 
creates..") sending the password from the authentication node to the remote server, 
(pg. 5, paragraph 5, "Using the shared secret..", lines 2-5; paragraph 6, "The 
authentication response..") and authenticating the UE at the remote server (pg. 7, 
paragraph 4, "If the serer receives..", lines 1-2) 

With respect to claim 17, Niemi discloses sending an authentication request 
from the remote server to the authentication node, (pg. 5, paragraph 3, "The server 
creates..") authenticating the UE at the authentication node, (pg. 5, paragraph 5, 
"Using the shared..", lines 2-5) and sending confirmation of authentication from the 
authentication node to the remote server (pg. 5, paragraph 6, "The authentication 
response..") 

With respect to claim 18, Niemi discloses at the authentication node or the 
remote server, generating a Hypertext Transfer Protocol (HTTP) Digest challenge 
using an algorithm capable of generating end-user passwords (pg. 6, paragraph 2, "If 
the server...", and pg. 7, paragraph 1, "When a client...") and at the UE, generating a 
password based on the HTTP Digest challenge (pg. 7, paragraph 2, "The resulting...") 
the password being associated with the identity of the remote server and the identity of 
the UE (pg. 9, "3) Request containing credentials", where the identity of the server is 
encoded in the realm) 
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Niemi does not disclose sending a request for access from the UE to the remote 
server; sending to an authentication node in the UE's home network details of the 
request for access; and storing the password and the UE ID at the UE. 

However, Reiche discloses sending a request for access from the UE to the 
remote server; (Col. 5, lines 15-17) and sending to an authentication node in the UE's 
home network details of the request for access; (Col. 6, lines 52-56) the challenge 
includes details of the UE ID; (Col. 5, lines 17-25) and storing the password and the UE 
ID at the UE (Col. 5, lines 25-28, where the user's browser retains authentication 
information such as password, user ID, and etc.) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi with the teachings of 
Reiche to generate an HTTP Digest challenge based on a request sent to a remote, 
because it will allow the user secure access to the server and recall the credentials for 
accessing the remote server at a later period. 

Niemi and Reiche also do not disclose creating a temporary identity for the UE at 
the remote server. 

However, Tuomi discloses creating a temporary identity for the UE at the remote 
server (Col. 1 0, lines 59-61 , where the ID is created at the authentication server) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi and Reiche with the 
teachings of Tuomi to create a temporary ID for the end user at the remote server, 
because it will allow the authentication server the ability to append the generated 
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With respect to claim 19, Niemi discloses the method, wherein the algorithm 
capable of generating end-user passwords is HTTP Digest Authentication and Key 
Agreement (AKA) (pg. 6, paragraph 2, "If the server...", and pg. 7, paragraph 1, "When 
a client...") 

With respect to claim 20, Niemi does not disclose the method, further 
comprising sending the identity of the remote server to the authentication node, 
wherein the step of generating the HTTP Digest challenge includes using the identity of 
the remote server, and wherein the identity of the remote server is stored at the UE. 

However, Reiche discloses sending the identity of the remote server to the 
authentication node, wherein the step of generating the HTTP Digest challenge 
includes using the identity of the remote server and wherein the identity of the remote 
server is stored at the UE (Col. 5, lines 17-25) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi with the teachings of 
Reiche to use the identity of the remote server stored on the end user to generate the 
HTTP Digest Challenge, because it will allow the system to know which remote server 
the client is communicating with. 

With respect to claim 21, Niemi and Reiche also do not disclose creating a 
temporary identity for the UE at the remote server. 

However, Tuomi discloses creating a temporary identity for the UE at the remote 
server (Col. 1 0, lines 59-61 , where the ID is created at the authentication server) 



Application/Control Number: 10/595,016 Page 12 

Art Unit: 2442 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi and Reiche with the 
teachings of Tuomi to create a temporary ID for the end user at the remote server, 
because it will allow the authentication server the ability to append the generated. 

With respect to claim 22, Niemi does not disclose the method, wherein the step 
of sending details of the request for access to the authentication node includes 
redirecting the request for access to the authentication node. 

However, Reiche discloses sending details of the request for access to the 
authentication node includes redirecting the request for access to the authentication 
node (Col. 4, lines 50-67 and Col. 5, lines 1-17, where the user request for access is 
redirected to an authentication server) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi with the teachings of 
Reiche to include redirecting the request for access to the authentication node if the 
client is being authenticated at the authentication node. 

With respect to claim 23, the claim is rejected for the same reason as Claim 22 
above. In addition, Reiche discloses the HTTP Digest challenge is generated at the 
authentication node and sent from the authentication node directly to the UE (Col. 5, 
lines 17-25) 

With respect to claim 24, Niemi discloses the method, wherein the password is 
stored at the authentication (pg. 6, paragraph 2, "If the server...", and pg. 7, paragraph 
1, "When a client...") 
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With respect to claim 25, the claim is rejected for the same reason as Claim 23 
above. In addition, Reiche discloses authenticating the UE at the authentication node 
and redirecting the request for access from the authentication node to the remote server 
after the password has been generated (Col. 4, lines 50-67 and Col. 5, lines 1-17, 
where the user request for access is redirected to an authentication server) 

With respect to claim 26, Niemi does not disclose the method, wherein the step 
of sending details of the request for access to the authentication node includes the 
remote server contacting the authentication node directly. 

However, Reiche discloses sending details of the request for access to the 
authentication node includes the remote server contacting the authentication node 
directly (Col. 4, lines 50-67 and Col. 5, lines 1-17, where the user request for access is 
redirected to an authentication server) 

Therefore, it would have been obvious to one of ordinary skill in the art at the 
time the invention was made to combine the teachings of Niemi with the teachings of 
Reiche to have the remote server contact the authentication node directly since the 
password is stored at the authentication node. This allows a more appropriate way for 
the remote server to contact the authentication node directly and authenticate the client. 

With respect to claim 27, Niemi discloses the HTTP Digest challenge is 
generated at the authentication node and sent from the authentication node to the 
remote server (pg. 7, paragraph 4, "If the server..", lines 1-4) 
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With respect to claim 28, Niemi discloses the method, wherein the HTTP Digest 
challenge is generated at the remote server (pg. 7, paragraph 4, "If the server..", lines 1- 
4) 

With respect to claim 29, Niemi discloses the method, further comprising 
sending the HTTP digest challenge from the remote server to the UE (pg. 7, paragraph 
5, "When a client...", line 1) 

With respect to claim 30, Niemi discloses a HTTP Digest AKA challenge 
password in the information sent from the authentication node to the remote server and 
authenticating the UE at the remote server (pg. 7, paragraph 5, "When a client.."; pg. 8, 
paragraph 1, "The AUTN token..") 

With respect to claim 31, Niemi discloses authenticating the UE at the 
authentication node and returning an authentication result to the remote server (pg. 5, 
paragraph 5, "Using the shared secret..", lines 2-5; paragraph 6, "The authentication 
response") 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Esther Benoit whose telephone number is 571-270- 
3807. The examiner can normally be reached on Monday through Friday between 7:30 
a.m and 5 p.m. 
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If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Andrew Caldwell can be reached on 571-272-3868. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-9199 (IN USA OR CANADA) or 571-272-1000. 
E.B. 

April 28, 2009 
/Andrew Caldwell/ 

Supervisory Patent Examiner, Art Unit 2442 



